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Agenda
• Why Cloud Configuration 

Monitoring is Important
• Steps to take: Gain visibility 

and governance over your 
Drift



Your Cloud Environment is not Static

Reduces 
risk

Strengthens 
governance

Cost of Staff 
to monitor

Resource Changes

A resource is added. The change violates your internal baseline as well as a specific 
regulatory benchmark. If action is not taken to remediate your company is at 
security, audit, and regulatory risk.

Cost Spike

It’s Friday and resources are spun up in AWS for a data analysis project. However, 
if those resources are left active over the weekend, a significant cost impact will 
occur of over $10,000.

Security

A user opens RDP to the internet creating a network security issue. This creates a 
potential breach situation that puts your company at a large financial risk when 
exploited.

Cloud Configuration Management



Finding the Drift patterns from 
the noise

Security – Cost - Compliance

Drift







What to do about it



Identify Resource 
Posture
Baseline - Across a standard - CIS/NIST

Complete Visibility into Inventory



Security Posture
• What is the true risk you have in the 

cloud

• Act and Document the Critical first

• Setup Alerting for what is important to 
you

• Review and adjust your Policy Engines



Visibility to Action for the CCOE

• Define necessary standards
• Feedback loops to X/Ops 

• Document exceptions and changes
• Cloud Services Stand-up 

• Data Driven discussions
• Define review process 

•Ability to manage by 
change, thus quicker 
time to resolution and a 
more secure cloud

•Effectively migrating 
enterprise class 
workloads

•Know when new 
resources enter and the 
change of the existing

•The full picture of all the 
cloud resources and the 
impact on the business

•Consolidated View of all 
your resources

Observability Visibility

Proactive 
Management

Accelerated 
Cloud 

Adoption
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